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TOP INCIDENTS IN 2019
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THE MAJORITY OF INCIDENTS IN 2019 ARE BLACK HAT

Black Hat vs. White Hat Incidents in 2019
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ﬁ SURFACE VEHICLE J3061™ JAN2016

wternationat. | RECOMMENDED PRACTICE | issiea 2016-01

Cybersecurity Guidebook for Cyber-Physical Vehicle Systems

DRAFT INTERNATIONAL STANDARD
ISO/SAE DIS 21434

ISO/TC 22/5C 32 Secretariat: JISC
RATIONALE Voting begins on: Voting terminates on:
To provide a cybersecurity process framework and guidance to help organizations identify and assess cybersecurity threats 2020-02-12 2020-05-06
and design cybersecurity into cyber-physical vehicle systems throughout the entire development lifecycle process.
o Defines a complete lifecycle process framework that can be tailored and utilized within each organization’s development 2 1 1 1
processes to incorporate cybersecurity into cyber-physical vehicle systems from concept phase through production, Road VEthles Cyhersecurlty englneerlng

operation, service, and decommissioning.
Provides high-level guiding principles.
Provides information on existing tools and methods.

Provides the foundation for further standards development. ICS: 43.040.15

2.1 SAE J3061; ISO/SAE 21434



5. Overall cybersecurity management

541 542 5.43 5.4.4 54.5 5.4.6 547 5.4.8
Cybersecurity Cybersecurity Cybersecurity Organizational Information Management Tool Information
governance culture risk cybersecurity sharing systems management security
management audit management
6. Project dependent cybersecurity management
6.4.1 6.4.2 6.4.3 6.4.4 6.4.5 6.4.6 6.4.7 6.4.8 6.4.9
Cybersecurity | |Cybersecurity| | Tailoring of Reuse Component Off-the-shelf | |Cybersecurity| |Cybersecurity Release for
responsibili- planning the cyber- out of context | | component case assessment post-
ties & their security development
assignment activities
M a nage ment of cvbe rsecu rity 7. Continuous cybersecurity activities
7.3 7.4 7.5 7.6
- Cybersecurity Cybersecurity Vulnerability Vulnerability
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right: Product
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Production and
Operation
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Software Level
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Concept Phase)
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Product development phases

Post-development phases

Supporting Processes

Figure 3 - Overall Cybersecurity process framework
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7.2. » Requirements ‘for the Cyber-Security:Management System:
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Cybersecurity Best Practices for o -
Modern Vehicles 5.

Approaches for

Vehicle Information Security

Infarmation Security for “Networked” Vehicles
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POLICIES " ORGANISATIONAL PRACTICES
¥ enisa R - + Security by design 1 « Relationships with suppliers 1
" * Privacy by design 7 * Training and awareness 5
+ Asset management * Security management
* Risk and threat management * Incident management
EEAOCD_I_ICES TECHNICAL PRACTICES 50
* Detection = Self-protection and Cyber
EEL\S@T?C%%DFOR % * Protection of networks Resilience
and protocols * (Semi-) autonomous
SECURITY OF + Software security systems self protection
SMART CARS * Cloud security and cyber resilience
NOVEMBER 2019 l + Cryptography + Continuity of operations
* Access control
w w



4.4.7 Self-Protection and Cyber Resilience 4.4.8 (Semi-) Autonomous Systems Self Protection and Cyber Resilience
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5. Overall cybersecurity management

5.4.1 5.4.2 5.4.3 544 545 5.4.6 5.4.7 5.4.8
Cybersecurity Cybersecurity Cybersecurity Organizational Information Management Tool Information
governance culture risk cybersecurity sharing systems management security
management audit management
6. Project dependent cybersecurity management
6.4.1 6.4.2 6.4.3 6.4.4 6.4.5 6.4.6 6.4.7 6.4.8 6.4.9
Cybersecurity | |Cybersecurity Tailoring of Reuse Component Off-the-shelf | [Cybersecurity| |Cybersecurity Release for
responsibili- planning the cyber- out of context component case assessment post-
ties & their security development
assignment activities
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4.2.1 Security by design
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Concept phase

Product development phases Post-development phases

9. Concept phase

9.3
Item definition

9.4
Cybersecurity goals

9.5
Cybersecurity concept

10. Product development 11. Cybersecurity 12. Production

validation

10.4.1
Refinement of cybersecurity

13. Operations and maintenance

requirements and architectural design 13.3 13.4
Cyber- Updates
- 1042 security
Integration and verification incident
response
10.4.3

Specific requirements for
software development

14. Decommissioning

8. Risk assessment methods

8.3 8.4 8.5 8.6 8.7 8.8 8.9
Asset Threat Impact Attack Attack Risk Risk
identification scenario rating path analysis feasibility determination treatment
identification rating decision
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Part-A.-Vulnerability -or-attack-method related to-the threats:

4.3.1 Threats regarding back-end servers related to vehicles in the field

4.3.2 Threats to vehicles regarding their communication channels

4.3.3. Threats to vehicles regarding their update procedures

4.3.4 Threats to vehicles regarding unintended human actions facilitating a cyber

attack

4.3.5 Threats to vehicles regarding their external connectivity and connections
4.3.6 Threats to vehicle data/code
4.3.7 Potential vulnerabilities that could be exploited if not sufficiently protected
or hardened

Part-B.-Mitigations-to-the threats-intended for-vehicles:

Table-4l- Threats-to-"Vehicle-communication-channels"" Refo Mitigations
reference
4.1« Spoofing-of messages-(e.g.-802.11p M10¢| Thevehicle-shall verify the authenticity -and
V2X during platooning, GNSS integrity of messages 1t receives:
messages, etc.) by impersonation
4.2 Sybil -attack-(in-orderto-spoof-other M114 Security-controls-shall-be implemented for
vehicles-as-if there-are many-vehicles-on storing eryptographic-keys(e.g.. use-of Hardware
the road): Security Modules):

3.3 M Z LB PFHEAR

United-Nations<

ECE /TRANS/WP.29/GRVA/2020/3

Vy"@\e‘ Economic-and-Social-:Council¢’ i ceneral
=

1 December-2019<

Original: English:

Economic Commission-for-Europe<

Inland ‘Transport-Committee<’

‘World Forum-for-Harmonization-of-Vehicle- Regulations<'

and ‘Ci Vehicles*<

‘date protection aswell as software updates

- - Proposalfor-a'new'UN'Regulation-on uniform-provisions*
concerning the-approval-of-vehicles-with-regard to-cyber-
security'and-of cybersecurity ' managementsystems<'

Part-C- - Mitigations-to-the-threats-outside-of-vehicles-

Table-dI- Threats-to-"Back-end servers" Refe | Mitigation<
references
1.1-&3.1¢] Abuse-ofprivileges by staff(insider M1¢ | Security-Controls-are-applied-to-back-end-systems to- |
attack)- minimise-the risk-of insider attack
1.2-&3.3¢] Unauthorised internet-access to the M2¢ | Security Controls-are-applied-to-back-end-systems to- |
server (enabled for-example by minimise-unauthorised aceess. Example-Security
backdoors, unpatched system Controls-can be-found in-OWASP+
softwarevulnerabilities, SQL -attacks
or-other means):
1.3-& 3.4¢1 Unanthorised nhvsical-accessto the M8« | Thromeh-svstem-desien-and-access control-it-should
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Reliability R(t) = probability of system working 774
correctly provided that is was working at =0
Maintainability M(d) = probability of system = 4:3"
working correctly d time units after error occurred.
Availability: probability of system working at time t "/
Safety: no harm to be caused %47 5

Security: confidential and authentic =4 72
communication

Dependable computing/TJ{=itE

Trusted Computing (TCG)

An entity can be frusted if it always behaves in the expected
manner for the intended purpose.
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